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MUSA Goals

» Support the security-intelligent lifecycle management of
distributed applications over heterogeneous cloud
resources,

» Security-by-design mechanisms to allow application
self-protection at runtime,

» methods and tools for the integrated security assurance
in both the engineering and operation of multi-cloud
applications

MUSA Kick-off meeting, 20-21 January 2015
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MUSA Key ldeas

» Multicloud Application:
®m Application running on multiple cloud

m Refine the concept of multicloud and differences between
portability and moulticloud

» Secure Multicloud Application

® Multicloud as a source of security issues (example: larger attack
surface)

® Multicloud as a solution for security issues (example: increase
availability using multiple technologies/providers)
» Security-by-design
m [ntroduce security for the very early development stage of
multicloud applications

MUSA Kick-off meeting, 20-21 January 2015
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Musa Overall Concept
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MUSA Case Studies (l) — Air flight
scehduling

» airlines need to revise their flight schedule plans in
response to competitor actions, to follow updated sales

» Complex Operation, Sensible data

» MUSA aims at developing a multicloud application that
embeds (data integrity, confidentiality, access control,
localisation, availability, etc.) can be embedded in
application components

MUSA Kick-off meeting, 20-21 January 2015
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MUSA Case Studies (ll) — Smart
Mobility

» In line with Finland’s Strategy for Intelligent Transport [35],
the Tampere City Council has a number of services
exposed to allow companies and individual developers
to develop, test and productize own traffic applications
using public data. The services can be publicly
ccessed via Intelligent Transport Systems and
Services (ITS) platform [36], which includes the public
transport services APIls, other traffic related APls, traffic
data, etc.

» MUSA aims at developing a multicloud application that
embeds (data integrity, confidentiality, access control,
localisation, availability, etc.) can be

MUSA Kick-off meeting, 20-21 Janua y 2015
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MUSA Key (Expected) Results

_ Key Result Description

MUSA Framework

KR1  MUSA Integrated Development Environment

KR2  MUSA Security Libraries

KR3  MUSA Decision Support Tool

KR4  MUSA Deployment Tool

KR5  MUSA Monitoring Service

KR6  MUSA enforcement support service

KR7  MUSA notification service

KR8 MUSA Security Assurance Platform

KR9  Guide for an integrated multicloud secure applications lifecycle
Management

KR10 Innovative multicloud application service prototypes that exploit
heterogeneous Clouds
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